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Abstract: The platform’s rapid growth in social media has raised concerns about data privacy,
censorship and lack of transparency. These platforms mostly store user data on centralized servers,
making them vulnerable to attacks and abuse.To solve these problems, this study presents the
development of social media using blockchain technology. Leveraging the basic features of
blockchain, such as decentralization, transparency, and immutability, the platform aims to provide
users with full control over their data and content. The application uses smart contracts to facilitate
secure interactions, ensure data integrity, and provide tamper-proof data about posts and
activities. Decentralized integration allows solutions to control information flows, ensuring
accessibility and privacy. The frontend is built using React, and blockchain interaction is done
through the ethers.js library. This article provides an overview of the architecture, design choices,
and key challenges encountered during development, including fuel efficiency, user experience, and
performance. Reducing censorship potential and security risks. The purpose of this research is to
contribute to the growing body of research on business applications and to provide insights into
future innovations in the social media space.
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. INTRODUCTION

The rise of social media has revolutionized global communication, but it has also brought significant
challenges such as data privacy, censorship, and monopolistic regulation of user-generated content.
These issues require new solutions to create a transparent, secure, and user-centric social media
ecosystem. Blockchain technology provides a promising framework to solve these problems with its
centralized distribution, transparency, and immutability.

The platform allows users to share posts such as images and text in a distributed manner, ensuring
that information is private, confidential, and protected from censorship. Unlike traditional platforms
where information is stored and managed by centralized entities, blockchain-based social media
applications give users full control of their content by sharing information across a peer-to-peer
network.

This study examines the integration of blockchain features such as smart contracts for content
management, transparency of interactions, and incentives for user participation. The platform
provides a trustless environment where users can interact without relying on a central authority using
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Ethereum and smart contracts. The frontend of the application is built using modern frameworks such
as React and ethers.js is used to interact with the blockchain.

With this research, we aim to address the limitations of underlying platforms by proposing effective
solutions that guarantee user privacy, data integrity, and freedom. The study contributes to a broader
discussion about the potential of blockchain technology to transform the future of digital
communication and social media.

Il. OBJECTIVE
The main objective of this study is to design and build a social media platform that uses blockchain
technology to overcome the limitations of centralized systems. Centralized platforms often face major
problems such as lack of control over users’ personal data, privacy violations, and unauthorized
deposits. Since these systems rely on a single, fail-safe mechanism, they are vulnerable to censorship,
algorithmic bias, and weak security. In this study, we will provide an in-depth analysis of these
challenges, highlighting real-world examples such as data breaches, decision-making conflicts, and
monopolistic behavior to create the need for cultural change.
The aim of this study Is to introduce a blockchain-based architecture to securely store and manage
user data in a decentralized manner. The platform will secure secure, tamper-proof, and user-
controlled data using blockchain’s immutable records and cryptographic techniques. The aim is to
create and use smart contracts to manage core functions such as verification of content ownership,
transparent governance, integrity checks, and rewards for participation support. The platform will also
examine decision-making processes such as voting and decision-making processes.
Additionally, this study will evaluate the scalability, usability, and performance of the solution to
ensure that it can support large user bases while maintaining low latency and high throughput.
Usability testing will focus on creating a good understanding that minimizes the learning curve for
non-technical users. The performance of the system will be rigorously tested for security, privacy, and
censorship resistance, and its advantages will be compared with existing platforms.
Ultimately, this research aims to demonstrate how blockchain technology can transform the social
landscape by decentralizing data ownership and management, facilitating miscommunication, and
reevaluating monetization models that prioritize user interests over corporate profits. This study will
explore the potential of blockchain in new media distribution and offer suggestions for future research
and development.

lll. ITERATURE REVIEW
A literature review is an essential part of academic research to provide an overview of the existing
body of knowledge on a specific topic, it also provides a comprehensive and critical summary of
existing research on a particular topic.
The main objectives of conducting a literature review are Identify Gaps in Existing Research, Establish
Context for Your Research, Synthesize Knowledge, Provide a Theoretical Framework, and Evaluate
Methodologies.
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Table 1: Table of Literature Review
NS;. Title Year Objective Methodologies Advantages Future Scope
1. Web 3.0: The | 2018 Web Web 3.0: Decentralized, Further research
Decentralized 3.0: Decentralization, secure, needed on
Web [1] Decentralization, blockchain, democratic, scalability,
blockchain, tokens, and web efficient, security, and real-
tokens, and the evolution. innovative. world
future of the implementation
web. of Web 3.0.
2. A 2019 To design a Design and Enhanced Implement, test,
decentralized decentralized, | conceptualization privacy, and refine the
social blockchain- of a security, decentralized
networking enhanced social decentralized scalability, and | social networking
architecture networking social networking | user control in architecture for
enhanced by architecture architecture decentralized real-world
blockchain [2] with improved using blockchain. social deployment.
scalability and networking.
security.
3. A Model of 2020 To develop a Design and Scalable, Real-world
Decentralized secure, scalable, implementation | secure, private, deployment,
Social Internet and privacy- ofa decentralized testing, and trust
of Things preserving decentralized SloT with management in
using decentralized SloT platform verifiable social decentralized
Blockchain Social loT using blockchain | neighborhoods. Social loT.
Offline platform using offline channels.
Channels [3] blockchain.
4. BCOSN: A 2019 | Secure, private, Design, Enhanced Scalability,
Blockchain- decentralized implementation, privacy, performance
Based social network and evaluation of | security, data optimization, and
Decentralized using a blockchain- integrity, integration with
Online Social blockchain. based decentralized other
Network [4] decentralized control, decentralized
online social efficient applications.
network. services,
verifiable
identity.

IV. MOTIVATION

The motivation for developing social media platforms using blockchain stems from the need to
address issues such as privacy violations, data misuse, and governance in the normal process.
Blockchain eliminates intermediaries and creates trust by ensuring transparency, data ownership, and
security through the combination of blockchain architecture and smart contracts. This approach gives
users control over their content, while also reducing the risk of censorship and preventing data leaks.
New features such as token-based rewards are also being introduced to incentivize participation. By
examining these technologies, the research aims to create a fair, privacy-centric social media
ecosystem that redefines user interaction and ownership within the community.
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V. PROPOSED SYSTEM DESIGN
The system architecture of a distributed social media application using blockchain is shown in the
photo. This process begins with user authentication where the user makes a connection via
cryptographic characters (metamask). The system collects necessary data, such as user profiles and
post-metadata.
As soon as a user is authenticated, users can create contributions and interact with account creation
uploading posts, likes, comments, and follow. The system first checks whether the content
corresponds to platform guidelines before the metadata is saved in the chain using intelligent
contracts. Large media files such as photos are uploaded to IPFS or Arweave, but only file hash is
recorded on the blockchain.
Middleware levels using Ethers.js facilitate communication between the front end and the blockchain.
If the content is saved successfully, it can be accessed by other users. Otherwise, the system checks
for errors and revert the transaction.

Check useris

registered or

Login -+

Create Profile

Share Posts

v
Logout |
System Architecture

Figure 1: Flowchart

Start: The process begins.
Checking user registration: The system checks if the use r is already registered.

Sign-up (if not registered): If the user is not registered, they need to sign up before proceeding.
Login: The registered user logs into the system.

P WNR
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5. Creating a profile: After logging in, the user creates their profile.
6. Sharing posts: The user can now share posts after profile creation.
7. Logging out: Once the user completes their activities, they log out.
8. End: The process concludes.

VI. LIMITATIONS
Blockchain-based decentralized social media applications are subject to several limitations. The key
issue is scalability. Blockchain technology, especially in distributed networks, struggles with handling
high data and transaction volumes and transactions that many users generate. As user activity grows,
blockchain becomes slower, more expensive, more transaction fees and more response times. This
scalability issue can lead to a seamless user experience, especially compared to traditional centralized
social media platforms with more efficient processing.
Another limitation is the complexity of government. In a distributed system, decisions are often
distributed, which can lead to fragmentation and conflict between different user groups or
stakeholders. It is difficult to ensure that the platform is fair, transparent and functional, especially
when attempting to implement changes or updates. This lack of central control can interfere with the
speed at which improvement or necessary interventions are made, so that the system is susceptible
to abuse or stagnation.
Finally, blockchain use raises privacy and security concerns on decentralized social media. Blockchain
is advertised as an advantage, but it can also be a disadvantage when protecting user data. All
contributions, all transactions, or any interaction may be permanently protected and stored, but this
may not meet the data protection expectations of many users. Furthermore, the distributed nature
means that there is no central unit on security breaches or enforcement of regulations, and the
platform is exposed to more malicious activities.

VIl. EXPECTED RESULTS AND CONCLUSION

The expected results of implementing decentralized social media platforms with the help of
blockchain technology include increased user control, improved privacy and reduced censorship. By
diversifying data storage and leadership, users can expect to have more ownership of content and
interaction, reducing the risk of data abuse by centralized authorities. Blockchain immutability can
make contributions and data safer, leading to improved trust between users. As a result, the platform
may have greater user commitment and satisfaction, which results in less confusion in the centralized
unit.

In summary, decentralized social media applications offer promising benefits such as privacy, data
security and increased user autonomy, but it can be said that there are no challenges. Issues such as
scalability, governance complexity, and privacy risks due to blockchain transparency must be carefully
managed. Many of these problems can be reduced by implementing solutions such as layer-to-
protocols, efficient consensus mechanisms, and data protection technologies. Overall, decentralized
social media offers a new, more equitable way to interact online. However, success depends on
overcoming these limitations and ensuring that the platform is user retention.
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